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DEFINITIONS

Authorization – The process of determining whether a particular User has the right to carry out a certain activity.

Business Associate – (1) Except as provided in paragraph (2) of this definition, business associate means, with respect to a covered entity, a person who: (i) on behalf of such covered entity or of an organized health care arrangement (as defined in § 164.501 of this subchapter) in which the covered entity participates, but other than in the capacity of a member of the workforce of such covered entity or arrangement, performs, or assists in the performance of: (A) a function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management, and repricing; or (B) Any other function or activity regulated by this subchapter; or (ii) Provides, other than in the capacity of a member of the workforce of such covered entity, legal, actuarial, accounting, consulting, data aggregation (as defined in § 164.501 of this subchapter), management, administrative, accreditation, or financial services to or for such covered entity, or to or for an organized health care arrangement in which the covered entity participates, where the provision of the service involves the disclosure of individually identifiable health information from such covered entity or arrangement, or from another business associate of such covered entity or arrangement, to the person. (2) A covered entity participating in an organized health care arrangement that performs a function or activity as described by paragraph (1)(i) of this definition for or on behalf of such organized health care arrangement, or that provides a service as described in paragraph (1)(ii) of this definition to or for such organized health care arrangement, does not, simply through the performance of such function or activity or the provision of such service, become a business associate of other covered entities participating in such organized health care arrangement. (3) A covered entity may be a business associate of another covered entity. (45 CFR §160.103)

Covered Entity – (1) A health plan; (2) a health care clearinghouse; or (3) a health care provider who transmits any health information in electronic form in connection with a transaction covered by this subchapter. (45 CFR §160.103)

De-Identified Data – Health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual. (45 CFR § 164.514)  For purposes of the Patient Tracking System, De-Identified data shall mean a record from which the following information has been removed: name, date of birth, social security number, eye color, hair color, height, weight and distinguishing marks. 

Designated Organization Contact – The two people authorized by an Organization to grant access, privileges and authorizations to the Organization’s Users.

Disaster Patient Locator Services – Providing information on the location of a healthcare provider’s patients in response to an inquiry about the location of a specific patient based on information that the healthcare provider inputs into the Patient Tracking System.
Disclosure – Release or divulgence of information by an entity to persons or organizations outside of that entity. 

Electronic Media – Electronic storage media including memory devices in computers (hard drives) and any removable/transportable digital memory medium, such as magnetic tape or disk or digital memory card.

Family Assistance Center (FAC) – A facility that is opened as the result of a mass casualty/fatality incident, wherein a significant number of victims and/or family members are expected to request information and assistance.

Healthcare Providers – Includes hospitals, long term care providers, urgent care centers, and alternative care sites

Mass Casualty Incident (MCI) – Any event that results in a large amount of patients that overwhelms the healthcare system

Organization – An entity that participates in the Patient Tracking System.

Patient Tracking Board – A status board within VHASS used to display a centralized view of patient information from the Patient Tracking System for Users in accordance with these Policies and Procedures.

Patient Tracking System – A portal in VHASS through which Healthcare Providers can enter data about victims of MCIs and through which Family Assistance Centers and other authorized Users can access information about the victims of a MCI in accordance with the policies and procedures governing the Patient Tracking System.

Protected Health Information (PHI) – Individually identifiable health information: (1) except as provided in paragraph (2) of this definition, that is: (i) transmitted by electronic media; (ii) maintained in electronic media; or (iii) transmitted or maintained in any other form or medium. (2) Protected health information excludes individually identifiable health information in: (i) education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232q; (ii) records described at 20 U.S.C. 1232q(a)(4)(B)(iv); and (iii) employment records held by a covered entity in its role as employer.  (45 CFR §160.103)

Security Incident – The attempted or successful unauthorized access, use, disclosure, modification, or destruction or interference with system operations in an information system.

Technology Partner – The individual or organization that VHHA engages as a subcontractor to design, build and maintain the Patient Tracking System.  As of June 2008, the Technology Partner is Site Vision.

User – An individual who has been granted access to the Patient Tracking System.
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Policy: The Patient Tracking System will have functionalities that will make it useful in a variety of contexts and for several different types of Users.

Procedure:

1. The Patient Tracking System will be used for the following activities:

a. Family reunification/Disaster Patient Locator Services 

b. Resource management

c. Post-incident response evaluation

2. The following types of Organizations may be Users of the Patient Tracking System:

a. Healthcare Providers

i. Hospitals

ii. Long Term Care Providers

iii. Urgent Care Centers

iv. Alternative Care Sites

b. Family Assistance Centers

c. Regional Healthcare Coordinating Centers

d. Disaster Relief Organizations

e. Virginia Department of Health

f. Local Health Departments

g. County Executives

Responsibility: None

Related Policies:

Exhibits:

Reference Documents:
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Policy: The Patient Tracking System has been developed to provide a mechanism to track patients during an MCI. The System will only be used during such an event to aid in family reunification, resource management, and post-incident response evaluation efforts.

Procedure:

1. The Patient Tracking System shall be available at all times, but Healthcare Providers will only be asked to input information during an MCI.

2. During an MCI, RHCCs, VHHA or VDH will direct affected healthcare providers to begin inputting data into the Patient Tracking System.

3. Access to the Patient Tracking Board will be provided only to those Users who can demonstrate an actual need to use the Patient Tracking Board based on their participation in the MCI response.

4. Once the event has ended, VHHA will direct Technology Partner to archive all data in the Patient Tracking Board on the Patient Tracking System server so that data associated with the victims of the event is no longer available to any Users or Organizations.  Users and Organizations may request access to archived data solely for the purpose of post-incident response evaluation through a written request made by User or Organization to the VHHA President, the VHHA Vice-President/Legal Counsel or VHHA Technical Advisor.  If VHHA approves the request, the VHHA President, Vice President or Technical Advisor will work with Technology Partner to produce the requested data. 
Responsibility: VHHA, VDH and RHCC will be responsible for the activities described in this policy.  

Related Policies:

Exhibits:

Reference Documents:
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Policy: A variety of Organizations and Users will have access to the Patient Tracking System for various purposes.  The User’s ability to view certain data fields is dependent on the User’s reason for accessing the Patient Tracking System and should be limited to the minimum amount of data necessary for the User to appropriately fulfill his/her role.

Procedure:

1. Users associated with Family Assistance Centers shall have view-only access to the Patient Tracking System and shall be entitled to view the following data fields within the Patient Tracking System as these fields are necessary to appropriately respond to inquiries regarding the location of victims or potential victims of the MCI:

a. Name

b. Date of Birth
c. Age range
d. Last four digits of the Social Security Number

e. Race

f. Sex

g. Height

h. Weight

i. Eye color

j. Distinguishing marks

k. Current location

l. Photo
m. Disaster ID Tag Number
2. Users associated with a Healthcare Provider may have any of the following levels of access:

a. Input – The User has the ability to input data into the Patient Tracking System.  User will not have the ability to view any data in the Patient Tracking System, including data from the Healthcare Provider Organization with which the User is associated.

b. View Organization Data – The User has the ability to view all data, except that which has been marked “Confidential,” that has been input by the Healthcare Provider Organization with which he’s associated.

c. View De-Identified Data – The User has the ability to view only De-Identified Data from the User’s Organization and other Organizations.  

3. Users associated with any other Organization using the Patient Tracking System for any other reason (e.g. resource management or post-incident evaluation) shall have view-only access to only De-Identified Data, which means that access will be limited to the following data fields:

a. Sex

b. Current location

c. Status (critical, stable, good, fair, poor)

d. Triage category

e. Chief complaint

f. Prognosis/diagnosis

g. Estimated duration of stay in the hospital
h. Disposition
Responsibility: It is the Designated Organization Contacts’ responsibility to assign access and levels of access for each of its Users.

Related Policies: Workforce Clearance Procedure; Authorization and/or Supervision

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Data to be Entered by Healthcare Providers
	Revision:


001
	Effective Date:




Policy: It is important to ensure that all Healthcare Providers who are inputting information into the Patient Tracking System are inputting a defined, consistent set of data.  

Procedure:

1. All Healthcare Providers inputting data into the Patient Tracking System shall be encouraged to populate the following fields for each victim of the MCI if such information is available:

a. Name

b. Date of Birth
c. Age range
d. Social Security Number
e. Disaster ID Tag Number 

f. Race

g. Sex

h. Height

i. Weight

j. Eye Color

k. Distinguishing Marks

l. Current location

m. Status (critical, stable, good, fair, poor)

n. Triage category

o. Chief complaint

p. Prognosis/diagnosis

q. Estimated duration of stay in the hospital
r. Disposition

s. Disposition notes
t. Confidential (only if requested by patient or if in the patient’s best interest)

2. Healthcare Providers may either manually input data into the Patient Tracking System or automatically through an electronic interface between the Patient Tracking System and the Healthcare Provider’s information management system. 

Responsibility: It is the Healthcare Provider’s responsibility to input data into the Patient Tracking System.

Related Policies: Patient Confidentiality Requests

Exhibits:

Reference Documents:
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Policy: During an MCI, some patients may request that their information not be provided to the Family Assistance Center.  These requests should be honored. Additionally, situations may occur where the Healthcare Provider believes it is in the patient’s best interest to not be included in the list of victims provided to the Family Assistance Center.  In either case, the patient’s case should be marked “Confidential” and treated as such.
Procedure: 
1. The Patient Tracking System shall contain a field that the inputting Healthcare Provider can mark signifying that the record is “Confidential.”  If the Healthcare Provider is transmitting data to the Patient Tracking System through an automated mechanism or interface, it shall be the Healthcare Provider’s responsibility to ensure that its “confidential” message is transmitted to the Patient Tracking System in an acceptable manner.

2. If a record is marked “Confidential,” no Users shall be able to view the PHI associated with the record.  All Users with the appropriate permissions will, however, be able to view the De-Identified Data associated with the record.  

Responsibility: It is the inputting Healthcare Provider’s responsibility to mark a record “confidential.”

Related Policies: Data to be Entered by Healthcare Providers
Exhibits:

Reference Documents:
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Policy: Family Assistance Centers (FAC) will serve an important role during a MCI by responding to requests for information about the location of victims or potential victims of the MCI through the provision of Disaster Patient Locator Services for participating providers.  

Procedure:

1. Family Assistance Centers will be established in the wake of a MCI according to a pre-established FAC plan.
2. An FAC will be added to the Patient Tracking System as an Organization based on a request from either the VHHA Technical Advisor or the VDH Hospital Preparedness Coordinator.  
3. VDH will work with those governmental agencies in charge of FACs to ensure that the FAC plan contains provisions that ensure use of the Patient Tracking System for the provision of Disaster Patient Locator Services in compliance with HIPAA and these Policies and Procedures.

Responsibility: It shall be the responsibility of VDH to ensure that the FAC plan contains all of the required components.  

Related Policies: Family Reunification –

Responding to Requests Through Reunification Hotline

Exhibits:

Reference Documents:
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Policy: Family Assistance Centers will serve an important role during an MCI by responding to requests for information about the location of victims or potential victims of the MCI.  All requests for information must be handled in a consistent manner.  

Procedure:

1. Telephone calls to the family reunification hotline will be handled as follows:

a. The FAC User will answer a call using the following script: “Hello, thank you for calling the [Name of the FAC.]  My name is [NAME].  Can you please tell me the name of the individual you are looking for and spell the last name?”

b. If the caller gives a name, the FAC User will conduct a search of the Patient Tracking System with that name.  If the caller is unable to give a name, the FAC User will respond as follows: “I’m sorry, without a name, we are unable to provide any information about victims of the event.” 

c. If the search for a name returns a match or matches, the FAC User will need to request an additional piece of information to verify both the identity of the victim and the validity of the request.  The FAC User will ask the following: “For verification purposes, can you please tell me the [DATA FIELD] of [NAME OF VICTIM]?”  The data field that is requested should be one that is populated for this patient in the Patient Tracking System.  If more than one additional data field is populated, then the FAC User should ask for them in the following order:

· Date of birth/age

· Race

· Height/Weight

· Eye color

· Distinguishing marks

· Last four digits of the Social Security Number

i. If the FAC User finds a match based on name and at least one other data field, he should inform the caller by saying “I am showing that a [NAME OF VICTIM] with that [DATA FIELD] is presently at [LOCATION].  For more information about [NAME OF VICTIM], you can call [LOCATION] at [LOCATION’S TELEPHONE NUMBER].  Is there anyone else that you would like for me to look for?”  

ii. If the answer is yes, steps b-d should be repeated.  If the answer is no, the FAC User should end the call by saying “Good luck to you and your family.  Our thoughts and prayers are with you.”  

d. If the search for a name does not return a match, the FAC User will need to request additional information to try to determine whether the person is in the System.  The FAC User should request this information as follows: “I am not finding anyone in the system with that name so I would like to search for [NAME OF VICTIM] using some information.  Can you please tell me [NAME OF VICTIM]’s [DATA FIELD]?”  The FAC User should ask about each of the following data fields giving the caller time to respond.

· Date of birth/age

· Race

· Height/Weight

· Eye color

· Distinguishing marks

· Last four digits of the Social Security Number
· Disaster ID Tag Number
i. If the FAC User finds one match based on at least four of the above fields, he should inform the caller by saying “I am showing that a person with that [MATCHING DATA FIELDS] is presently at [LOCATION].  For more information about this individual, you can call [LOCATION] at [LOCATION’S TELEPHONE NUMBER].  Is there anyone else that you would like for me to look for?”  

1. If the answer is yes, steps b-d should be repeated.  If the answer is no, the FAC User should end the call by saying “Good luck to you and your family.  Our thoughts and prayers are with you.”

ii. If the FAC User finds more than one match based on at least four of the above fields, he should inform the caller by saying “I am showing there are multiple individuals matching that description.  An individual with [MATCHING DATA FIELDS] is presently at [LOCATION.]  An individual with [MATCHING DATA FIELDS] is presently at [LOCATION.]  [CONTINUE FOR ALL POTENTIAL MATCHES.]  For more information about these individuals you can call [LIST LOCATION AND PHONE NUMBERS FOR EACH LOCATION]. Is there anyone else that you would like for me to look for?”  

1. If the answer is yes, steps b-d should be repeated.  If the answer is no, the FAC User should end the call by saying “Good luck to you and your family.  Our thoughts and prayers are with you.”

iii. If the FAC User does not find a match based on at least four of the above fields, he should inform the caller by saying “I’m sorry but I am not finding anyone who matches that description.  The Tracking System is updated on a regular basis.  You may contact us again in 2 hours if you continue to have concerns.”

2. Internet inquiries:  This functionality does not currently exist.  If it is developed in the future, these policies and procedures will be updated to reflect the new functionality. 

Responsibility: It is the Family Assistance Center’s responsibility to ensure that its staff responds to inquiries in accordance with this Policy.

Related Policies: Family Assistance Centers
Exhibits:
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Policy/Procedure:

1. Designated Organization Contacts will be responsible for determining that Users in their workforce have appropriate access to the Patient Tracking System and that such access is compliant with the Patient Tracking System policies and procedures.

2. Designated Organization Contacts will establish, modify and terminate access for its Users in accordance with the relevant policies.

Responsibility: Designated Organization Contacts shall ensure that each User in their Organization is granted the appropriate access to the Patient Tracking System.

Related Policies: Termination Procedures; Level of Access Based on User Type

Exhibits:

Reference Documents:
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Procedure: 

1. It shall be the responsibility of the Designated Organization Contact(s) to immediately remove access to the Patient Tracking System for the Organization’s employees and agents who no longer require access for any reason.  

2. VHHA shall terminate access to the Patient Tracking System for Users under the following circumstances:  

a. A request has been made by the User’s Organization;

b. VHHA suspects that the User’s use is not in compliance with VHHA’s policies and procedures; or

c. VHHA has received a complaint alleging improper use of the System.

Responsibility: It is the responsibility of the Designated Organization Contacts or VHHA, depending on the circumstances, to remove a User’s access to the Patient Tracking System.

Related Policies: Workforce Clearance Procedure
Exhibits:

Reference Documents:
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Procedure:

1. Organizations

a. An Organization will request access to the Patient Tracking System from VHHA.

b. VHHA will ensure that the appropriate agreements are executed by the requesting Organization prior to authorizing access.

c. Once the appropriate agreement(s) are executed, VHHA will grant to Designated Organization Contacts for each Organization the ability to establish access for its employees and agents to use the Patient Tracking System.  

d. If the Organization does not have at least one Designated Organization Contact, it shall designate an individual to serve in this role.  Such a designee must be appropriately qualified to determine who within the Organization shall be granted access to the Patient Tracking System.

2. Users

a. A potential User will register in VHASS and request access to the Patient Tracking System.

b. An alert will be sent to the Designated Organization Contact(s) at the potential User’s Organization notifying them of the request.

c. The Designated Organization Contact shall establish access for the User as appropriate, in accordance with VHHA’s patient tracking policies and procedures and the Participation Agreement. 

Responsibility: VHHA shall grant access to the Patient Tracking System for the Designated Organization Contacts. The Designated Organization Contacts will grant access to the Patient Tracking System for the Users in their Organization.

Related Policies: Access Establishment and Modification
Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Access Establishment and Modification
	Revision:


001
	Effective Date:




Procedure:

1. Access to the Patient Tracking System will be established in accordance with the Policy on Access Authorization (Policy 11).

2. Designated Organization Contacts will be responsible for reviewing assigned access for its Users at least once each quarter.  During the review, the Designated Organization Contact may either modify the User’s access or confirm that it is still appropriate.  

3. Designated Organization Contacts will also have the ability to modify its User’s access and Authorization whenever needed.

Responsibility: Designated Organization Contact shall periodically review access for the Users in their Organization and adjust as necessary.

Related Policies: Access Authorization

Exhibits:

Reference Documents:
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Procedure:

1. Only select Users will have the Authorization to view the PHI in the Patient Tracking System.  (See Policy 3 for a list of these Organizations and Users.)

2. When a User who has the Authorization to view PHI enters the Patient Tracking System portal, he will receive a “pop-up” security reminder that reads as follows: “This system contains Protected Health Information (PHI).  You may only disclose this PHI in compliance with HIPAA and the VHHA Patient Tracking System Policies and Procedures.”

3. During the time that a User with access to PHI is in to the Patient Tracking System portal, he will receive the same security reminder through a pop-up message every two hours.

4. All other Users (e.g. Users with access to only De-Identified Data) will receive the following security reminder when they enter the Patient Tracking System portal: “Remember that the information that you are about to see is confidential and you must treat it as such.”  

5. During the time that a User with access to only De-Identified Data is in the Patient Tracking System portal, he will receive the same security reminder through a pop-up message every two hours.

Responsibility: VHHA shall contractually obligate its Technology Partner to create and maintain this functionality within the Patient Tracking System.

Related Policies:

Exhibits:

Reference Documents:
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Procedure:

1. All hospital, alternate care site and RHCC Users will log-in to VHASS prior to gaining access to the Patient Tracking System portal.  Each unsuccessful and successful log-in attempt to VHASS will be recorded.

2. Each hospital, alternate care site and RHCC User entry into the Patient Tracking System portal through VHASS will be recorded.  
3. FAC Users who have Authorization to access PHI in the Patient Tracking System will have to log-in to Patient Tracking System with a unique User ID and password.

a. Each log-in to the Patient Tracking System by an FAC User will be audited.

b. Users will be locked out of the System after three failed attempts at log-in.
Responsibility: VHHA shall contractually obligate its Technology Partner to monitor and audit log-ins.

Related Policies: Audit Controls

Exhibits:

Reference Documents:
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Procedure:

1. Users will all have to log-in to VHASS with a unique User ID and password to gain access to the Patient Tracking System portal.  VHASS User IDs and passwords are self-selected by Users.  

2. Users may not, under any circumstances, share their passwords with anyone.  If a User does share his password with another person, the User must notify his Designated Organization Contact immediately and the Designated Organization Contact must ensure that the User changes his password.
Responsibility: It is the User’s responsibility to maintain his unique User ID and password in accordance with these policies and procedures.

Related Policies: Person or Entity Authentication

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
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HIPAA Security Rule Language:  Identify and respond to suspected or known security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity; and document security incidents and their outcomes.

Procedure:

1. All Security Incidents should be immediately reported to the Technical Advisor.

2. Potential Security Incidents include the following:

a. Stolen or otherwise inappropriately obtained passwords that are used to access PHI;

b. Failure of the backup server;

c. Virus attacks that interfere with the operations of the Patient Tracking System;

d. Physical break-ins that compromise the security of the server and the PHI housed on the server;

e. Failure to terminate the account of a former employee that is then used by an unauthorized User to access the Patient Tracking System PHI;

f. Providing PHI access to a User when the User should not have access to that data; or

g. Failure to comply with the Patient Tracking System policies and procedures.

3. The Technical Advisor will then direct the individual who identified to the Security Incident to complete a “Security Incident Report Form.”

4. VHHA will take all appropriate action to mitigate the impact of the Security Incident and require that Organizations and Users take steps to aid such mitigation, if appropriate.

Responsibility: VHHA shall appropriately respond to all Security Incidents, including requiring Organizations and Users to assist in the mitigation of future Security Incidents.

Regulatory Category: Administrative

Related Policies: Risk Management
Exhibits: Security Incident Report Form

Reference Documents:

	Virginia Hospital and Healthcare Association
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Procedure: 

1. A complete copy of the Patient Tracking System and all information therein will be housed on a server in Texas.  
2. All PHI housed on the server in Texas, including archived information, will be appropriately encrypted in accordance with Policies 42 and 46.
Responsibility: VHHA shall contractually obligate its Technology Partner to ensure that the System code and data is appropriately backed up.

Related Policies: Data Backup and Storage; Contingency Operations; Testing and Revision Procedures; Disaster Recovery Plan

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
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 AUTONUMLGL  \* Arabic \e 

	Title: 

Disaster Recovery Plan
	Revision:


001
	Effective Date:




Procedure: 

1. Any data lost can be restored through the use of the backup server in Texas because it is completely redundant.

2. These procedures will be tested at least annually. 

Responsibility: VHHA shall contractually obligate its Technology Partner to restore lost data from the backup server.

Related Policies: Data Backup Plan; Contingency Operations; Testing and Revision Procedures

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
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	Revision:


001
	Effective Date:




Procedure:  

1. The Patient Tracking System is, by definition, designed to operate only during an MCI.  As a result, all policies and procedures will apply in full force and effect while VHHA or Organizations are operating in Emergency Mode, unless otherwise noted.

2. In the event of an emergency that impacts the use of the Patient Tracking System, the following people may be contacted:

a. VHHA Technical Advisor:

b. Appropriate Regional Healthcare Coordinator

Responsibility: VDH, VHHA or RHCC shall aid in the operation of the Patient Tracking System in Emergency Mode situations.

Related Policies: All

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Testing and Revision Procedures
	Revision:


001
	Effective Date:




Procedure:

1. VHHA, through its Technology Partner, shall conduct at least one test to determine if its data backup plan, disaster recovery plan and emergency mode operations plan for the Patient Tracking System are adequate.  

2. If the plans are found to be adequate, they should be reviewed and retested at least every three years or sooner if changes to the Patient Tracking System so require.

3. If the plans are found to be inadequate, the plans should be revised and retested within 9 months.  The revision and retesting process should continue until the plans are found adequate.

Responsibility: VHHA shall contractually obligate its Technology Partner to periodically test and revise its contingency operations plans.

Related Policies: Data Backup Plan; Disaster Recovery Plan; Emergency Mode Operation Plan

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Evaluation
	Revision:


001
	Effective Date:




Procedure:

1. An annual evaluation will be performed to determine whether VHHA’s policies and procedures meet the requirements of applicable federal, state, and local law and regulation and contractual requirements.

2. The annual evaluation will consist of a technical evaluation and a nontechnical evaluation.  

a. The technical evaluation will be performed by a designated group of IT specialists representing participating facilities.  

b. The nontechnical review will be performed by legal counsel or qualified consultants in conjunction with privacy and security officers representing participating facilities.  

c. Each evaluation shall take into account applicable standards and the environmental and operations changes that have occurred since the last annual evaluation.

3. Any deficiencies found during the annual evaluation shall be reported to the Technical Advisor.  The Technical Advisor will develop a risk management plan and/or appropriate policies and procedures to address each identified deficiency.    

Responsibility: VHHA will designate those individuals charged with conducting the technical and nontechnical annual evaluation.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Business Associate Contracts and Other Arrangements
	Revision:


001
	Effective Date:




Procedure:

1. Some of the Organizations that will have access to the Patient Tracking System are Covered Entities.  These Covered Entities will be submitting PHI to the Patient Tracking System.  As a result, VHHA will become a Business Associate of these Organizations.  To avoid having to incur the costs associated with a legal review of a Business Associate Agreement of each Organization that requests access to the Patient Tracking System, VHHA will agree to abide by terms commonly found in Business Associate Agreements as captured in the Statement of Protection of Privacy and Security of PHI in the Patient Tracking System, included herein as Exhibit 1.

2. Prior to granting a Covered Entity the ability to input PHI into the System, VHHA, or if appropriate the RHCC, shall have entered into a duly executed MOU with the Organization, included herein as Exhibit 2.

3. To the extent that VHHA enters into agreements with other parties for the development, maintenance or operation of the Patient Tracking System, VHHA will require that the other party abide by the Statement of Protection of Privacy and Security of PHI in the Patient Tracking System and document this in a written agreement with the other party.

Responsibility: VHHA, Business Associates, Organizations, and Users are all responsible for ensuring that the proper agreements have been executed prior to use of the System and that their subsequent use of the System complies with said agreements.

Related Policies: 
Exhibits: Statement of Protection of Privacy and Security of PHI in the Patient Tracking System and MOUs
Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Contingency Operations
	Revision:


001
	Effective Date:




Procedure:

1. Physical access to the Patient Tracking System server is handled by VHHA’s Technology Partner.

2. VHHA will ensure that its Technology Partner has appropriate and reasonable procedures in place governing facility access in support of restoration of lost data under the disaster recovery plan and emergency mode operations plan in the event of an emergency.

Responsibility: VHHA shall contractually obligate its Technology Partner to have appropriate contingency operation procedures in place.

Related Policies: Data Backup Plan; Disaster Recovery Plan; Data Backup and Storage

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Facility Security Plan
	Revision:


001
	Effective Date:




Procedure:

1. The Patient Tracking System server is maintained by VHHA’s Technology Partner.  VHHA will ensure that its Technology Partner has appropriate and reasonable policies and procedures in place to safeguard the facility and the server from unauthorized physical access, tampering and theft.

2. Appropriate and reasonable policies and procedures may include the following:

a. Locked doors: All exterior doors to the facility are solid core construction with Medco (with numbered and strictly controlled keys) high security dead bolts with re-enforced strike plates on doors and jams;

b. Alarm system: Facility is protected by an alarm system with door sensors and motions sensors that trip upon any access perimeter to all servers and sensitive information;

c. Server rooms (and data) are protected with security doors with electronic combination dead bolt locks and only authorized personnel have the combinations; combinations are changed upon staff changes.  Door stay locked at all times day/night except for when authorized personnel need access for maintenance;

d. During days, the server room facility is constantly observed by authorized staff;

e. Signs warning of restricted access; or

f. Personnel controls such as identification badges.

Responsibility: VHHA shall contractually obligate its Technology Partner to have appropriate facility security measures.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Access Control and Validation Procedures
	Revision:


001
	Effective Date:




Procedure:

1. VHHA will ensure that its Technology Partner has appropriate policies and procedures in place to validate a person’s access to the server housing the Patient Tracking System based on the person’s role or function with the Technology Partner.

2. VHHA will ensure that its Technology Partner has appropriate policies and procedures in place to control access to the server housing the Patient Tracking System for testing and revision of the System.

Responsibility: VHHA shall contractually obligate its Technology Partner to have appropriate access controls and validation procedures.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Maintenance Records
	Revision:


001
	Effective Date:




Procedure:

1. VHHA’s Technology Partner will keep a log of all modifications made to the physical components of the facility housing the Patient Tracking System server.  VHHA shall have access to this log upon request.

2. VHHA’s Technology Partner will inform VHHA whenever it undertakes material modifications to the physical components of the facility housing the Patient Tracking System server.

3. The Technology Partner will provide this notification to VHHA in writing within 30 days of undertaking the material modification.  

Responsibility: VHHA shall contractually obligate its Technology Partner to notify VHHA of any modifications to the facility that houses the Patient Tracking System server.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Workstation Use
	Revision:


001
	Effective Date:




Procedure:

1. The Patient Tracking System should only be accessed by a User through a workstation authorized for such use by his Organization.

2. The User’s use of the workstation shall comply with the Organization’s policies and procedures regarding proper workstation use when PHI is being accessed.

3. In addition to complying with these policies and procedures, if the User has access to PHI, the User must also log out of the Patient Tracking System before leaving his workstation for an extended period of time (e.g. more than 10 minutes).

Responsibility: Organizations shall ensure that Users are accessing the System according to their internal workstation use policies and procedures.

Related Policies: Workstation Security

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Workstation Security
	Revision:


001
	Effective Date:




Procedure:

1. It shall be the responsibility of Organizations to ensure that appropriate physical safeguards are in place to restrict access to all workstations through which the Patient Tracking System will be accessed by authorized Users.

Responsibility: Organizations shall provide security measures for those workstations that will be used to access the Patient Tracking System.

Related Policies: Workstation Use

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Disposal of Devices and Media
	Revision:


001
	Effective Date:




Procedure:

1. PHI from the Patient Tracking System shall not be stored in any Electronic Media or form by Organizations or Users.  The only time PHI will be stored on Electronic Media is in connection with the Patient Tracking Server.

2. When the Electronic Media on which PHI from the Patient Tracking System is to be disposed of, the media should be degaussed or physically damaged beyond repair, making the data inaccessible.  

Responsibility: VHHA shall contractually obligate its Technology Partner to provide for the appropriate disposal of Electronic Media which contains PHI from the Patient Tracking System.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Media Re-use
	Revision:


001
	Effective Date:




Procedure:

1. All PHI from the Patient Tracking System will be removed from any Electronic Media on which it is stored before the media is made available for re-use.

Responsibility: VHHA shall contractually obligate its Technology Partner to ensure that all PHI has been removed from Electronic Media before re-use.

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Accountability
	Revision:


001
	Effective Date:




Procedure:

1. PHI from the Patient Tracking System shall not be stored in any Electronic Media or form by Organizations or Users.  The only time PHI will be stored on Electronic Media is in connection with the Patient Tracking System server.

2. The Patient Tracking System server shall not be moved from its location; therefore, VHHA does not need to address this standard.

Responsibility: N/A

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Data Backup and Storage
	Revision:


001
	Effective Date:




Procedure:

1. The Data Backup Plan policy shall apply to this standard as well.

Responsibility: VHHA shall contractually obligate its Technology Partner to ensure that the System code and data is appropriately backed up.

Related Policies: Data Backup Plan; Contingency Operations

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Unique User Identification
	Revision:


001
	Effective Date:




Procedure:
1. Each User will have a unique identifier called his User ID.  The User ID will be the same as the identifier that the User uses to access VHASS.

2. The User ID will allow VHHA to audit the User’s use of the Patient Tracking System.
Responsibility: VHASS is designed to assign a unique User ID to each User.

Related Policies: 
Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Emergency Access Procedure
	Revision:


001
	Effective Date:




Procedure:

1. The Patient Tracking System is, by definition, designed to operate only during an MCI.  As a result, all policies and procedures will apply in full force and effect while VHHA or Users are operating in Emergency Mode, unless otherwise noted.

Responsibility: VDH, VHHA or RHCC shall aid in the operation of the Patient Tracking System in Emergency Mode situations.
Related Policies: Emergency Mode Operation Plan

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Automatic Logoff
	Revision:


001
	Effective Date:




Procedure:

1. Because the Patient Tracking System is a web-based portal, it cannot automatically terminate a session after a predetermined time of inactivity.

2. The Patient Tracking System can terminate a session after a predetermined amount of time, regardless of the activity level.  This feature, however, can cause significant disruption in the use of the Patient Tracking System.  As result, this feature is neither reasonable nor appropriate.

Responsibility: N/A

Related Policies:

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Encryption and Decryption
	Revision:


001
	Effective Date:




Procedure:

1. Any time PHI is sent to the Patient Tracking System or accessed through the System, it will be encrypted by the sender and decrypted by the recipient.  This includes the inputting of data into the System and the viewing of PHI by authorized Users.  
Responsibility: VHHA shall contractually obligate its Technology Partner to provide for encryption and decryption mechanisms within the Patient Tracking System.

Related Policies: Encryption; Integrity Controls

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Audit Controls
	Revision:


001
	Effective Date:




Procedure:

1. VHHA, through its Technology Partner, will audit the following activities
a. Log-in activity

b. Access of the Patient Tracking System through VHASS

c. View history for each record in the Patient Tracking System

d. Modification history for each record in the Patient Tracking System

e. Use history by User, including individual record view, search history and criteria

Responsibility: VHHA shall contractually obligate its Technology Partner to generate and maintain audit logs of User activity on the Patient Tracking System.

Related Policies: Log-in Monitoring; Integrity Controls

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Person or Entity Authentication
	Revision:


001
	Effective Date:




Procedure:

Persons seeking access to the Patient Tracking System will be authenticated through the use of a unique User ID and password.  Users will use their unique User ID and password to enter VHASS.  Once in VHASS, the User will be granted access to the Patient Tracking System portal based on his Authorization and permissions.  

Responsibility: It is the User’s responsibility to maintain his unique User ID and password in accordance with these policies and procedures.

Related Policies: Password Management

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Integrity Controls
	Revision:


001
	Effective Date:




Procedure:

1. VHHA’s Technology Partner will implement auditing procedures to allow it to monitor the integrity of the data in the Patient Tracking System to ensure that it is not modified unintentionally or improperly.

2. During transmission of PHI, the data will be encrypted by the sender and decrypted by the recipient.  
Responsibility: VHHA shall contractually obligate its Technology Partner to monitor the integrity of the data in the Patient Tracking System through audit controls.

Regulatory Category: Technical

Regulatory Type: Addressable

Regulatory Reference: 45 CFR 164.312(e)(2)(i)

Related Policies: Audit Controls; Encryption and Decryption

Exhibits:

Reference Documents:

	Virginia Hospital and Healthcare Association
	PATIENT TRACKING 
	Procedure No: 


 AUTONUMLGL  \* Arabic \e 

	Title: 

Encryption
	Revision:


001
	Effective Date:




Procedure:

1. This standard is addressed in Policy 35.  Pursuant to that policy, during transmission of PHI, the data will be encrypted by the sender and decrypted by the recipient.   
2. PHI will also be encrypted when archived on the Patient Tracking System server and the back-up server.
Responsibility: VHHA shall contractually obligate its Technology Partner to provide for encryption and decryption mechanisms within the Patient Tracking System.
Related Policies: Encryption and Decryption

Exhibits:

Reference Documents:
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